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To Whom It May Concern,

The Missing Link was engaged by Atlassian to perform a code-assisted web application penetration test
of the Beacon web application and its integrations with Microsoft Teams, Slack, and Security
Information and Event Management (SIEM) platforms. Beacon is a cloud-based web application that
allows customers fo detect, investigate and respond to suspicious user events across multiple Atflassian
cloud products. Alerts are raised in Beacon and can be forwarded to Slack, Microsoft Teams and SIEM
platforms.

The objectives of the engagement were to identify exploitable vulnerabilities, subvert standard
workflows, gain unauthorised access to the application, sensitive information, or user generated
content, and aftempt an underlying server compromise.

Automated and manual penefration testing was performed by two security consultants between the
4th of September and the 20th of September 2023 in the cloud staging environment. A white-box
methodology was followed, with full access fo relevant repositories, development guides, and the
Beacon engineering team to ask questions of.

Sincerely,

The Missing Link Security Pty Lid
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